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those persons whose duties require 
work in such areas. There shall be an 
accounting of the removal of any 
records from such storage areas uti-
lizing a written log, as directed by the 
Deputy Chairman for Management and 
Budget. The written log shall be main-
tained at all times. 

(6) The Endowment shall ensure that 
all persons whose duties require access 
to and use of records contained in a 
system of records are adequately 
trained to protect the security and pri-
vacy of such records. 

(7) The disposal and destruction of 
records within a system of records 
shall be in accordance with rules pro-
mulgated by the General Services Ad-
ministration. 

(b) Automated systems. (1) Identifiable 
personal information may be processed, 
stored or maintained by automated 
data systems only where facilities or 
conditions are adequate to prevent un-
authorized access to such systems in 
any form. Whenever such data, whether 
contained in punch cards, magnetic 
tapes or discs, are not under the per-
sonal control of an authorized person, 
such information must be stored in a 
locked or secured room, or in such 
other facility having greater safe-
guards than those provided for herein. 

(2) Access to and use of identifiable 
personal data associated with auto-
mated data systems shall be limited to 
those persons whose duties require 
such access. Proper control of personal 
data in any form associated with auto-
mated data systems shall be main-
tained at all times, including mainte-
nance of accountability records show-
ing disposition of input and output doc-
uments. 

(3) All persons whose duties require 
access to processing and maintenance 
of identifiable personal data and auto-
mated systems shall be adequately 
trained in the security and privacy of 
personal data. 

(4) The disposal and disposition of 
identifiable personal data and auto-
mated systems shall be done by shred-
ding, burning or in the case of tapes or 
discs, degaussing, in accordance with 
any regulations now or hereafter pro-
posed by the General Services Adminis-
tration or other appropriate authority.

§ 1159.16 Will the Endowment take 
steps to ensure that its employees 
involved with its systems of records 
are familiar with the requirements 
and implications of the Privacy 
Act? 

(a) The Chairperson shall ensure that 
all persons involved in the design, de-
velopment, operation or maintenance 
of any Endowment system are in-
formed of all requirements necessary 
to protect the privacy of subject indi-
viduals. The Chairperson shall also en-
sure that all Endowment employees 
having access to records receive ade-
quate training in their protection, and 
that records have adequate and proper 
storage with sufficient security to as-
sure the privacy of such records. 

(b) All employees shall be informed 
of the civil remedies provided under 5 
U.S.C. 552a(g)(1) and other implications 
of the Privacy Act, and the fact that 
the Endowment may be subject to civil 
remedies for failure to comply with the 
provisions of the Privacy Act and these 
regulations.

§ 1159.17 Which of the Endowment’s 
systems of records are covered by 
exemptions in the Privacy Act? 

(a) Pursuant to and limited by 5 
U.S.C. 552a(j)(2), the Endowment sys-
tem entitled ‘‘Office of the Inspector 
General Investigative Files’’ shall be 
exempted from the provisions of 5 
U.S.C. 552a, except for subsections (b); 
(c)(1) and (2); (e)(4)(A) through (F); 
(e)(6), (7), (9), (10), and (11); and (i), inso-
far as that Endowment system con-
tains information pertaining to crimi-
nal law enforcement investigations. 

(b) Pursuant to and limited by 5 
U.S.C. 552a(k)(2), the Endowment sys-
tem entitled ‘‘Office of the Inspector 
General Investigative Files’’ shall be 
exempted from 5 U.S.C. 552a(c)(3); (d); 
(e)(1); (e)(4)(G), (H), and (I); and (f), in-
sofar as that Endowment system con-
sists of investigatory material com-
piled for law enforcement purposes, 
other than material within the scope of 
the exemption at 5 U.S.C. 552a(j)(2). 

(c) The Endowment system entitled 
‘‘Office of the Inspector General Inves-
tigative Files’’ is exempt from the 
above-noted provisions of the Privacy 
Act because their application might 
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alert investigation subjects to the ex-
istence or scope of investigations; lead 
to suppression, alteration, fabrication, 
or destruction of evidence; disclose in-
vestigative techniques or procedures; 
reduce the cooperativeness or safety of 
witnesses; or otherwise impair inves-
tigations.

§ 1159.18 What are the penalties for ob-
taining an Endowment record 
under false pretenses? 

(a) Under 5 U.S.C. 552a(i)(3), any per-
son who knowingly and willfully re-
quests or obtains any record con-
cerning an individual from the Endow-
ment under false pretenses shall be 

guilty of a misdemeanor and fined not 
more than $5,000. 

(b) A person who falsely or fraudu-
lently attempts to obtain records 
under the Privacy Act may also be sub-
ject to prosecution under other stat-
utes, including 18 U.S.C. 494, 495, and 
1001.

§ 1159.19 What restrictions exist re-
garding the release of mailing lists? 

The Endowment may not sell or rent 
an individual’s name and address un-
less such action is specifically author-
ized by law. This section shall not be 
construed to require the withholding of 
names and addresses otherwise per-
mitted to be made public.

VerDate 0ct<09>2002 00:35 Oct 24, 2002 Jkt 197177 PO 00000 Frm 00470 Fmt 8010 Sfmt 8010 Y:\SGML\197177T.XXX 197177T


